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ABSTRACT 

In this paper, I examine the “pro-social” and “antisocial” 
use of sociotechnical systems in the ongoing armed conflict 
in Mexico that pose challenging questions for technology 
designers and policy makers.  
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INTRODUCTION 
Mexican citizens are turning to social media platforms to 
report violent events in their localities because traditional 
news media are being censored by organized crime and 
even some local governments. However, these pro-social 
activities online have been complicated by the alleged 
killings of social media users in the hands of drug cartels –
in retaliation for what they called “Internet snitches” –   and 
the prosecution of social media users by local governments 
for spreading misinformation on social networks. 
Additionally, blog and video-sharing websites are being 
used to post photos and videos of murders committed by 
members of opposing criminal organizations. 

Mexican Armed Conflict 
More than forty thousand [1] people have been killed in 
México since the beginning of the armed conflict between 
drug cartels, local police, and the military. Mexican cartels 
control not only the US drug market but also human 

trafficking networks, as evidenced by the mass killing of 
116 immigrants close the US border [2]. These cartels have 
established operations in Central America, South America, 
Europe and even West Africa. 

Media Censorship1 
The press is one of the many casualties of Mexico's 
ongoing violence, in particular, the local media. 
Newspapers and TV stations are caught in a battle between 
censorship, control and threats from the drug cartels and the 
local governments. In some cities, people often witness 
shootings, grenade attacks and other violent events, but 
when they try to find out what happened, their local news 
has nothing to offer. Some newspapers have officially 
announced a policy of self-censorship when it comes to 
reporting drug war-related news. 

The result for a lot of Mexicans is that local media is no 
longer a source of news. Some citizens claim that their local 
news sources are paid off by the local government in an 
effort to minimize the violence; others argue that it is the 
cartels who have bribed them; while others, especially the 
journalists, say they are being threatened to keep quiet. 
What is certain is that journalists are being murdered and 
their murders often go unpunished. 

ONLINE PRO-SOCIALITY  

Twitter Hashtags 
Given that the mainstream media in many areas of Mexico 
no longer fulfill its role of informing citizens about these 
events, people have turned to social media. Twitter in 
particular, with its unidirectional follower model and its 
hashtags, has become one of the main sources of citizen-
driven news in Mexico. People often report, confirm and 
retweet information about violent events using hashtags. In 
several Mexican cities, hashtags have emerged as shared 
news resources. 

 

                                                             
1 Segments of this paper come  from personal blog posts on 
http://www.readwriteweb.com/archives/shouting_fire_in_a
_crowded_hashtag_narcocensorship.php 
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One of the first cities where these hashtags were used was 
Reynosa, with #reynosafollow, followed by Monterrey with 
#mtyfollow and, more recently, #verfollow for the coastal 
city of Veracruz. 

A word-count analysis of more than a quarter of a million 
tweets containing the hashtag #mtyfollow over the course 
of nine months (11/2010 to 8/2011) shows that some of the 
common activities were to "report" ("reportan", in Spanish), 
issue warnings ("precaución", "cuidado") and request 
confirmation ("confirmar") about shootings ("balacera", 
"detonaciones" "balazos") in certain areas of the city 
("zona", "Cumbres", "Av", "Sada").  

Twitter Aggregators  
The data also showed the emergent popularity of some user 
handles in the messages. Together, accounts such as 
@trackmty, @AnaRent and @cicmty, have more than 
85,000 followers and 65,000 tweets. These people have 
become reliable information news sources despite not being 
associated to any news organization. 

ANTI-SOCIALITY 
A person with the Twitter handle @gilius_22 tweeted a 
message using the hashtag #verfollow, used in the city of 
Veracruz. He claimed that five kids were kidnapped at a 
school/. The message was re-tweeted by twelve people, one 
of them was @VerFollow, a popular account with more 
than 5,000 followers that was created to report on the 
violence in the city. Immediately after these tweets, the 
rumor started spreading like wild fire. There were reports 
saying that one the of drug cartels was threatening to kill a 
child for each cartel member killed. People spread the news 
via Facebook, emails, and text messages. A few minutes 
later, @gilius_22 reported that the cellphone network had 
gone down. Additionally, several other Twitter users 
reported other incidents related to schools and to helicopters 
supposedly flying at low altitude. 

By 12:00 pm (only four minutes later) the governor of the 
state of Veracruz tweeted a message on Twitter dismissing 
the rumor. However, by then it was either too late or the 
governor was not considered a reliable news source 
(probably a bit of both). Many parents rushed to to pick-up 
their children from school, causing massive traffic, chaos 
and panic across the city. Many parents did not take their 
kids to school the next day and businesses reported a 70% 
productivity loss due to the incident. 

POLICY AND DESIGN CHALLENGES 
Cases like the ones in Mexico, raise several questions. Here 
I list some of them. 

Crime and activism 
A lot of the discussions on how to deal with illegality touch 
the issue of the relativity of the law. What is illegal for 

some might be legal for others. I can think of it in terms of 
how hard it is sometimes to tell between drug cartels' 
messages and those from citizen journalists.  

Visibility 
How do platforms highlight, both algorithmically and 
crowd-based, certain kind of content and people? What are 
the implications of visibility and publicity for the success 
and safety of activists and, in some case, criminals?  

Platform neutrality 
Should platforms state their values (e.g. democracy, 
freedom of speech, etc.) or should they try to present 
themselves as neutral? Should platforms try to helping 
"good" causes, or simply enforce the terms of use? How are 
values assessed, what is  

Platform ecology 
How do we think about the relationship between different 
platforms, sometimes owned by different organizations. 
Sometimes we see criminals and activists relying on 
multiple spaces as a way to reduce exposure and liability. 

Relationship with governments 
How should (primarily) US-based companies behind some 
of the most popular platforms interface with governments 
abroad and in the US? How far can companies go in 
following the law and protecting their users and how should 
they deal with governments that sometimes have the best 
interests of people in mind and, in many others cases they 
don't. 

Collectives 
Criminals and activists often are part of large groups that 
spread their responsibility and actions on multiple platforms 
among many individuals. How do we deal with often 
leaderless collectives? 
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